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1. Prologue
This document explains how to install VevoPay on Windows Server 2000 or later,
Windows XP Professional Service Pack 2 or later.

2. Overview

VevoPay is an ASP.NET PCI compliant payment application which is designed and
implemented to meet all PCI compliance requirements. Currently, VevoPay is in the
final stage of being PA-DSS officially certified.

VevoPay application can operate with various storefront application platforms (e.g.
ASP.NET, ASP, PHP). It is designed to run independently with its own database, that
separate from storefront application.

The following image demonstrates the communication between storefront application,
VevoPay and payment gateways.

Storefront Application |

I ........

VG\/OPGU l

Payment Gateway |

3. System Requirement

VevoPay is developed using Microsoft ASP.NET 3.5 (SP1)/4.0. The following describes
the necessary environment to run VevoPay.

3.1 Web Server (lIS 5, IIS 6)

IIS version 5 and 6 are a web server application from Microsoft, which comes with
Windows XP Professional Service Pack 2, Service Pack 3 and Windows server
2000 / 2003. For the store that requires high performance and security. We
recommend running VevoPay on Windows server 2003.

3.1.1 Verify Whether IIS Is Installed
1) Log in with a user with Administrator privilege.

2) From the Windows “Start” menu, open Control Panel.
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3) Open Administrator Tools.
4) Verify if “Internet Information Services” is display.

3.1.2 How to setup lIS

1) Go to “Add or Remove Programs” At Start>Control Panel>Add or

Remove Program.

Add or

Remave
Programs

2) Choose “Windows Components Wizard”

=

Add/Remove
Windows
Zomponents

3) Check the box for Internet Information Services (11S) And Click Next.

ﬁlnternet E=plarer O.0ME
% Internet |nformation Services [[15] 135 MB
| Eﬂ M anagement and Maonitoring T ools 20ME —
[ = Message Queling 0.0 ME
Wl ¥ MSN Funlarer N7MR M

4) Wait For installing program and click finish.

Please visit this link for more information.

http://www.microsoft.com/resources/documentation/windows/xp/all/proddocs/en-

3.2 Web Server (IIS 7 and later)

IIS version 7 and higher is a web server application from Microsoft, which comes
with Windows Vista/ 7 and Windows 2008 server. For the store that requires high
performance and security. We recommend running VevoPay on Windows 2008

server.

If your IIS has not turned on yet, please follow the steps below:
1) Go to Control Panel, and then click on Programs and Features.

2) Click the link “Turn Windows features on or off”.

Copyright © 2006-2012 Vevo Systems Co., Ltd. All Rights Reserved.
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| v Control Panel » Programs »

l Maintenance

- |+

T Programs and Features
Uninstall a program

@ Turn Windows features on or off

3) Select the Internet Information Services tree node and expand it. There are
several options. Please select at least following options:

Copyright © 2006-2012 Vevo Systems Co., Ltd. All Rights Reserved.

[IS Management Console

[IS Management Scripts and Tools

IIS Metabase and 11S6 configuration compatibility

.NET Extensibility
ASP.NET

ISAPI Extensions

ISAPI Filters

Default Document
Directory Browsing
HTTP Errors

Static Content

Request Monitor

Static Content Compression
Request Filtering
Windows Authentication
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Windows Features (o |[= ][ =]
Turn Windows features on or off (7]

To turn a feature on, select its check box. To turn a feature off,
clear its check box. A filled box means that only part of the feature
is turned on.

[] . ActiveX Installer Service -
.. Games
[l . Indexing Service
= [l . Internet Information Services
[] |, FTP Publishing Service
] . Web Management Tools
=R . World Wide Web Services
[H = Application Development Features
[H . Common Http Features
[ . Health and Diagnostics
[ . Performance Features
[} | Security
[H] | Microsoft .NET Framework 3.0 -

m

4) Click “OK”. Wait until the installation is complete.

Microsoft Windows

Please wait while the features are configured.
This might take several minutes.

-——

Cancel

5) Once the configuration finishes. When you navigate your browser to localhost,
you should see “lIS7” as shown below.
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3.3 ASP.NET

VevoPay can run in either Microsoft .NET Framework 3.5 Service Pack 1 or
Microsoft .NET Framework 4. By default, VevoPay is set up to run with ASP.NET
4.0, you will need to follow the instructions in the chapter “Using Visual Studio 2008
and .NET 3.5” to use VevoPay in .NET 3.5

To use Microsoft .NET Framework 4, you may download from:

http://www.microsoft.com/downloads/en/details.aspx?FamilylD=0a391abd-25c1-
4fc0-919f-b21f31ab88b7

For Microsoft .NET Framework 3.5 Service Pack 1, you may download from:

http://www.microsoft.com/downloads/details.aspx?Familyld=333325FD-AE52-4E35-
B531-508D977D32A6

3.4 Database
VevoPay supports SQL Server 2005 and 2008.

3.5 SSL certificate
***\/evoPay supports dedicated SSL but not shared SSL.

If you set VevoPay application as subdirectory under your storefront application, you
need single SSL certificate (for storefront application and VevoPay application).
Alternatively if you set VevoPay as new web application separate from your
storefront application, you need 2 SSL certificates.

For example:

e Set VevoPay application as subdirectory under storefront application.
You need single SSL certificate specific to [YourStorefrontDomain]. It
can use with https:// [YourStorefrontDomain] and
https://[YourStorefrontDomain]/VevoPay.
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e Set VevoPay as new web application separate from storefront
application. You need 2 SSL certificate specific to
[YourStorefrontDomain] and [YourVevoPayDomain].

By default, VevoPay has been set up to enable SSL certificate. If you need to set
disable SSL certificate by manually, you will need to edit a file,
“App_Data\PaymentSettings.config” in text editor (e.g. Notepad, EditPlus)

The setting for the “SSLEnabled” element should be set to “False” as follows:

<SSLEnabled>False</SSLEnabled>

4. VevoPay Installation
VevoPay installation consists of 2 steps.
e Setup Application

e Installation Wizard

4.1 Setup Application
VevoPay must be set as asp.net applications.

If you already have storefront application as asp.net application, you may set
VevoPay as a subdirectory under your storefront application.

For example:

VevoCart (storefront as asp.net application) files are placed at “wwwroot”. A
subdirectory for VevoPay files are placed at “wwwroot\vevopay” (can be named as
you wish)

As a result:

VevoCart (storefront as asp.net application) is set as an application under
www.vevocart.com

VevoPay should be set as another application under www.vevocart.com/vevpay

Below are the instructions to set asp.net application:
4.1.1 Unzip Package file

VevoPay is packaged in a “ZIP” file format. Uncompressing with your favorite
program or right click and extract with Windows build-in functionality.

4.1.2 Set Up in Windows XP Local Machine

1) Open IIS application (Control Panel - Administrative Tools = Internet
Information Servers.

Copyright © 2006-2012 Vevo Systems Co., Ltd. All Rights Reserved. Version 1.0.0
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2) On the left-hand-side panel in 1IS, expand the tree “Web Sites - Default Web
Site”.
3) Right click on “Default Web Site”, select “New - Virtual Directory...”

4) Enter your application name (e.g. VevoPay) in Alias text box and browse to
VevoPay folder in Directory text box.

5) The path in Directory box is the WebApp folder inside VevoPay (e.g. C:\
VevoPay_100\WebApp).

6) Continue with the instruction on screen until finish.

4.1.3 Setup in Window Vista Local Machine

1) Open IIS application (Control Panel - Administrative Tools = Internet
Information Services (IIS) Manager).

2) On the left-hand-side panel in 11S, expand the tree “Web Sites - Default Web
Site”.
3) Right click on “Default Web Site”, select “Add Application...”

4) Enter your application name (e.g. VevoPay) in Alias text box and browse to
VevoPay folder in “Physical Path” text box. The path in Directory box is the
WebApp folder inside VevoPay (e.g. C:\ VevoPay_100\WebApp).

5) You can select the application pool by click “Select...” near the application pool
text box.

6) Enter application name, physical path.
7) Click “OK” to finish.

4.1.4 Set Up in Hosting Environment

To run VevoPay on the hosting environment, upload VevoPay files to the web
server. Please contact your hosting company for instructions.

You may also need to set up write permission for folders as described in “Set
Windows Folder and Database Permission” depending on your requirements and
what features of VevoPay you plan to use.

4.1.5 Set Windows Folder and Database Permissions
1) Disable Simple Sharing for Windows XP

Copyright © 2006-2012 Vevo Systems Co., Ltd. All Rights Reserved. Version 1.0.0
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By default, Windows XP does not show “Security” Tab when you right-click file or
folder and choose to view “Properties”. You will need to disable “Simple File
Sharing” to make it visible.

You can skip this section if you can see “Security” tab.

General ‘ Sharing | Web Sharing | Customize |

S l

Type: File Folder

Location: CA

Size: 68.9 MB (72,251,752 bytes)
Size ondisk:  £9.1 MB (72,560,640 bytes)
Contains: 148 Files, 14 Folders

Created: 6 3sman 2550, 17:54:18

Attibutes:  [E] Read-only [ Advanced... ]
[THidden

[ 0K ][ Cancel ]

You can follow the steps below to make “Security” tab visible:

1) Open Windows Explorer and click “Tools” command.

2 My Computer

File Edit View Favorites Tools Help

\) ' \) ,’ /‘:)Search | Folders v

: Address

'ﬂ My Computer

Copyright © 2006-2012 Vevo Systems Co., Ltd. All Rights Reserved. Version 1.0.0
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2) Click on command “Folder Options...”

File Edit View Favorites Help
Map Network Drive...

\) B J ;, Disconnect Network Drive... I'

Synchronize...

Folder Options... 4 2
pau | | B |

: Address

j My Computer

3) Click On “View” tab.

Folder Options @

General | View | Fie Types | Offine Files|

ow common tasks in folders
(O Use Windows classic folders

Browse folders

==l (3) Open each folder in the same window
@ () Open each folder in its own window

Click items as follows
m () Single-click to open an item [point to select)

Underine icon htles conzistent with my browser

Underline icon titles only when | point at then

(%) Double-click to open an item [single-click to select)

[ Restore Defaults ]

[ ok || cancel |  Apply

Copyright © 2006-2012 Vevo Systems Co., Ltd. All Rights Reserved. Version 1.0.0
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4) Look at bottom in “Advance settings”.

Folder Options ?)X]

Folder views

2 You can apply the view [such as Details or Tiles) that
you are using for this folder to all folders.

| ApplytoAllFolders | | ResetAll Folders |

Advanced settings: 4 4

(.0) Files and Folders A
Automatically search for network folders and printers 1
Display file size information in folder tips
Display simple folder view in Explorer's Folders list
Display the contents of system folders
Display the full path in the address bar =
Display the full path in the title bar
Do not cache thumbnails
|.7) Hidden files and folders

(O Do not show hidden files and folders
(5 Show hidden files and folders
[[] Hide extensions for known file types v

[ Restore Defaults ]

| ok J[ Cancel | appy

Copyright © 2006-2012 Vevo Systems Co., Ltd. All Rights Reserved. Version 1.0.0
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5) Find “Use simple file sharing (Recommended)” you will see it already
“Check”

Folder Options @

 General | View | File Types | Offine Files |

Folder views

2 You can apply the view [such as Details or Tiles) that
you are using for this folder to all folders.

| ApplytoAllFolders | | ResetAllFolders |

Advanced settings:

[[] Launch folder windows in a separate process
|) Managing pairs of Web pages and folders
(5) Show and manage the pair as a single file
(O Show both parts and manage them individually
(O Show both parts but manage as a single file
Remember each folder's view settings
[[] Restore previous folder windows at logon
Show Control Panel in My Computer
Show encrypted or compressed NTFS files in color
Show pop-up description for folder and desktop items
Uze simple file sharing (Recommended)

[

>
23

[ Restore Defaults ]

| ok || cancel || appy |

Copyright © 2006-2012 Vevo Systems Co., Ltd. All Rights Reserved. Version 1.0.0
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6) Check out “Use simple file sharing (Recommended)” and Click “OK” or
“Apply”

Folder Options @

 General | View | File Types | Offine Files |

Folder views

2 You can apply the view [such as Details or Tiles) that
you are using for this folder to all folders.

| ApplytoAllFolders | | ResetAllFolders |

Advanced settings:

[[] Launch folder windows in a separate process
|) Managing pairs of Web pages and folders
(5) Show and manage the pair as a single file
(O Show both parts and manage them individually
(O Show both parts but manage as a single file
Remember each folder's view settings
[[] Restore previous folder windows at logon
Show Control Panel in My Computer
Show encrypted or compressed NTFS files in color
Show pop-up description for folder and desktop items
Use simple file sharnng (Recommended)

[

23

[ Restore Defaults ]

| ok || cancel || appy |
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7) Go back to folder properties. Now you will see “Security” tab.

ATl Properties X

General { Sharing | Security | Web Sharing | Customize |

B 1 I |

Type: File Folder
Location: CA
Size: 68.9 MB (72,251,752 bytes)

Size on disk:  69.1 MB (72,560,640 bytes)
Contains: 148 Files, 14 Folders

Created: 6 3sman 2550, 17:54:18

Attibutes:  [E] Read-only [ Advanced... ]
[]Hidden

[ OK ][ Cancel ] Apply

2) Set Folder Permissions

Some of the folders inside VevoPay need to allow ASP.NET task writing in
order to perform certain functions of VevoPay. Uses this steps if verify
process in Installation Wizard alerts that some folder need to be set
permission.

To set folder permissions:
1) Right click at the folder name and select “Properties”.
2) Select “Security” tab.

3) If the user does not exist, add a user called “ASPNET” for IS 5 or
“NETWORK SERVICE” for 1IS 6.0 or later.

4) Enable the following permissions:
e Modify
e Read & Execute

Copyright © 2006-2012 Vevo Systems Co., Ltd. All Rights Reserved. Version 1.0.0
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o List Folder Contents
e Read
e Write.
5) Click “Advanced” button to open the Advanced Settings window.

6) Check the box “Replace all existing inheritable permissions on all
descendants ...”

7) Click OK to close the Advanced Settings window.
8) Click OK to close the Properties window.

4.2 Installation Wizard

The Installation Wizard will be run the first time VevoPay has started. This wizard will
allow the merchant to set up necessary settings, including database and basic
configurations.

The Installation Wizard will be run automatically when VevoPay has been run for the first
time. If the wizard has been completed before and you would like to run again, you will
need to edit the file “App_Data\PaymentSettings.config”. The setting for the
“InstallCompleted” element should be set to “False” as follows:

<InstallCompleted>False</InstallCompleted>

Then, enter “http://[YourVevoPayDomain]/Install/” in your web browser’s address bar.

1) The first wizard page will be the folder permission verification for VevoPay.

Welcome to VevoPay Installaion Wizard

» @
Permission Verification
Please click "Verify" button to verify the permissions of the following folders
Folder List Folder Contents & Write Permission

App_Data
App_Data/Logs

App_Data/System

Copyright © 2006-2012 Vevo Systems Co., Ltd. All Rights Reserved. Version 1.0.0
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2) This step is the VevoPay database setup

Welcome to VevoPay Installaion Wizard

» @
* Required fields
Server Name *
Database Name *
Authentication SAL Server Authentication El
Database Usernams *
Database Password *
Encrypt the connection string Yes E
Create Option © Create a new database and populate VevoPay data.

@ Populate VevoPay data to an empty (pre-created) database.

@ Connect to this database only. No data change.

e Server Name — Name of MS SQL Server path or IP address. (Example:
192.168.1.51).

o Database Name — The name of database that is used for VevoPay.

¢ Authentication — The database authentication type. If you choose “SQL Server
authentication”, you must enter Username and Password parameter.

o Create Option — The action to do for this database. The following options are
available.

o Create a new database and populate VevoPay data: If you select this
option, VevoPay will be create and populate data to the specific
database.

o Populate VevoPay data to an empty database: Selection this option if
you have already created new empty specific database.

¢ Connect to this database only. No data change: Selection this option if
your specific database have already created and populated data.

Copyright © 2006-2012 Vevo Systems Co., Ltd. All Rights Reserved. Version 1.0.0
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3) The VevoPay configuration and passphrase key need to be set in this step. The
passphrase key will be used for sensitive payment data encryption. It must be at
least 10 characters with at least one alphabet, one number, and one symbol for
security.

Welcome to VevoPay Installaion Wizard

» O

Configuration Setup

* Requirad fields

Path

This is the URL of the storefront, e.g. www.mydomain.com. You also need to include the exact virtual directory if
you put VevoPay in a subdirectory. The value of storefront URL is required in order to operate VevoPay with the

storefront. This field can also be edited later in the Configuration menu.

Storefront Path

Pazsphraze

The passphrase is used for generating the encryption key. Please keep the passphrasze in a safe place for later use.
You will need to enter the old passphrass in order to change the encryption key.

Passphrase Key

Confirm Passphrase Key

4) Once the merchant clicks next, the Installation Wizard will be completed.

Welcome to VevoPay Installaion Wizard

»Q

Congratulations !

Your installation is completed

Copyright © 2006-2012 Vevo Systems Co., Ltd. All Rights Reserved. Version 1.0.0
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5. Requesting a Domain Key

Once you run VevoPay in a non-local (live) environment, you will need to obtain a Domain
Key, which is specific to your domain name. If you try to access a non-local website, the
following screen may show up:

| (€ Ky validation Failure |_| & M =

Invalid Domain Key

Your Domain Key is not valid. You can obtain a new Domain Key as follows:

* Commercial Version license: visit http2/'www . vevocart. comDomamKevFullSource. aspx .

Please note that you need a serial number (e.g. 123456789) that was emailed to you when you purchase the product.
* Free Version license: visit http2//www vevocart. comDomamKevRequest. aspx .

You may obtain a serial mumber by following the download link for VevoCart Free Commercial Version here.

Dlease find the following section in vour web.config file and enter the correct value for DomainF egistrationkey.

<appSsttings>

<add key="DomainResgistrationFKey" valus="[Enter your Domain Key here]" />

</appSsttings>

5.1 Obtaining a Domain Key

First, please visit VevoCart website, http://www.vevocart.com. You may either:
e Purchase VevoPay software, or
e Download a trial version.

e Obtain Domain Key

5.2 Modifying Web.config

You will need to edit your Web.config to enter your domain key. Locate the tag with
a key called “DomainRegistrationKey” inside the <appSettings> section.

<appSettings>

<add key="DomainRegistrationKey" value="(Your Domain Key here)"/>

</ébbSettings>

Enter the Domain Key inside the value quotation marks, for example:

<add key="DomainRegistrationKey" value="uZFP2pBZojEbTMf8Pf/MAsmgo19="/>

5.3 Using Test Domain

Copyright © 2006-2012 Vevo Systems Co., Ltd. All Rights Reserved. Version 1.0.0
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Sometimes you would like to deploy VevoPay on a test environment. Once you have
registered your domain and receive a Domain Key from vevocart.com. You will be
able to use the domain that you have registered and the subdomain “test” of your
registered domain.

For example, if you have registered “www.mycompany.com”, you may also use
“test.mycompany.com” for testing purpose without changing the domain key.
However, other subdomains (e.g. “sub1.mycompany.com”) are not valid under this
Domain Key.

6. Troubleshooting

By default, VevoPay has been set up to display user-friendly error messages as shown in

the figure.
VevoPay 4]
VevoPay Login Status Sorry
. There is an error occuring while we are processing your request. Please try again.
Logged in as : brightp

When you encounter an issue and would like to get more details regarding the errors,
please remove User-Friendly Error Messages as follows:

e Open web.config and locate the following text:
<customErrors mode="0On" defaultRedirect="GenericError.aspx">
<error statusCode="404" redirect="Error404.aspx"/>
</customErrors>

e Change “mode” attribute under <customErrors> flag to “Off”:
<customErrors mode="0ff" defaultRedirect="GenericError.aspx">
<error statusCode="404" redirect="Error404.aspx"/>
</customErrors>

Then, once the issue has come up, the screen will show full details of error messages.
However, before your store has gone live, we highly recommend switch the
<customErrors> mode back to “On” to prevent customers from seeing detailed error
messages
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