VE'\/:J\C::‘IH‘ THE POWERFUL ASP.NET ECOMMERCE PLATFORM

VevoCart
Version 5.0.0

Installation Guide

VevoCart.com

support@vevocart.com

www.vevocart.com

Copyright © 2006-2011 Vevo Systems Co., Ltd. All Rights Reserved. Version 5.0.0




VE’\él\Cdl'f THE POWERFUL ASP.NET ECOMMERCE PLATFORM Installation Guide IPage |1

Table of Contents

L = o] (oo 11 = T PO T O SUPPPPPPPPRR 3
OVBIVIBW ... e 3
SyStemM REQUIFEMENT ... e 3
3.1 Web Server (IS 5.1, IS 6, Or Later).......uooiiiieee e 4
B T N 4
B O D - | = o = T 4
3.4 SSL CertifiCate. ... i eeeaaaaa 4

4. VevoCart Installation ... 4
4.1 Setup APPIICALION....couti e 5

411 Unzip Package file ... 5
4.1.2 Set Up in Windows XP Local Maching ..............cccoeeiiiieiiiiiiiiiiiiee e 5
4.1.3  Setup in Window Vista or higher Local Machine..............cccccceeeeeiiiiiiiiiiinnnnnnn. 5
414 SetUpin Hosting Environment ..........ccccooiiiiiiiic e 6
4.1.5 Set Folder PErmiSSIONS ........oiiiiieiiiiiiiee et 6
4.2 INStallation WIZArd ........cooi i 7

5. Requesting @ DOMaiN KEY ........iiiiiiii i 14
5.1 ODbtaining @ DOMAIN K@Y .......uuiiiiiiiiiiiiiiiiiiiiiiieiiiieieiib bbb eannaanne 14
5.2 Place a domain key in Web.CONFIg .......uuuuuuiiiiiiiiiiiiiiiiiiiiiiiiiiiiieee 14
5.3 USING TeSt DOM@IN ...t e e e e e e e e et e e e e e aeeeennnes 15

6. VevoCart Upgrade ProCedUre ........ccoooiiiiiiieeeeee e 15
6.1 Upgrading Database.............uuuuuuuiii e 16
6.2 Upgrading from SQL Server 2000..........c.uuuiiiiiiieiiiiiiii e 17
6.3 Upgrade previous version to PCl Compliance Version............cccccceeuemmmmiiinnnnnnnennnnnnns 20
6.4 Upgrade Integrated version to PCI Compliance Version ...........ccccoeevvieiiiieeveiiiiiinnnnnn. 20
L0181 o] =1 oo 11T I 21
S CUIIEY TIPS e 21
8.1 AdMIN PaSSWOIA. .. ..o e e e et e e e e e e e eeaennans 21
8.2 RenName Database...........uiiii i 21
8.3 Potentially Vulnerable Files......... ... e 21
8.4 Rename AdmIn FOIEr.......coii i e e e e e 22

9.  Opening Visual StUdIO PrOJECES .......cooiiiiiiiiiiiii e 22

10. Using Visual Studio on WINdOW Vista ... 22

11. Using Visual Studio 2008 and .NET 3.5......cooiiiiieeeeee 22

12, APPENAIX e 23
12.1 Web Server Installation (1S 5.1, IS 6) ...ccceeeeeeieieeeee e 23

Copyright © 2006-2011 Vevo Systems Co., Ltd. All Rights Reserved. Version 5.0.0



VE“A:?C&N‘ THE POWERFUL ASP.NET ECOMMERCE PLATFORM Installation Guide /P age |2

12.1.1  Verify Whether lIS Is Installed .............cccoooiiiiiiii e, 23
12.1.2 HOW O SEtUP IS ... e 23
12.2 Web Server Installation (1S 6.5, IS 7) ... 23
12.3 NET INSTAllation ...coveeii e e e e e e 26
12.4 Disable Simple Sharing for Windows XP .......ccooooiiiiiiiii e 26

Copyright © 2006-2011 Vevo Systems Co., Ltd. All Rights Reserved. Version 5.0.0




VE’\AJ\CQIT THE POWERFUL ASP.NET ECOMMERCE PLATFORM Installation Guide IPage |3

1. Prologue

This document explains how to install VevoCart on Windows Server 2000/2003, Windows
XP Professional Service Pack 3, and Windows Vista.

When you finish the installation, you should refer to “Quick Start Guide” for setting up the
necessary configuration.
2. Overview

In VevoCart installation package includes to 2 asp.net applications. Each application runs
independently with its own database.

1. VevoCart is referred to a storefront application.
2. VevoPay is referred to a payment application.

VevoPay is created for VevoCart to serve as a payment module and to simplify the
process to be a PCI compliant.

The following image demonstrates the communication between storefront application (
VevoCart ) , payment application ( VevoPay ) and payment gateways.

VevoCeort |

____________________ I

Payment Gateway ‘

3. System Requirement

VevoCart is developed using Microsoft ASP.NET 3.5 (SP1)/4.0. The following describes
the necessary environment to run VevoCart.
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3.1 Web Server (lIS 5.1, lIS 6, or Later)

IIS is a web server application from Microsoft, which comes with Windows XP
Professional Service Pack 2 or Windows 2000/2003 Server.

For the store that requires high performance and security. We recommend running
VevoCart on Windows 2000/2003. For installation detail, please read “Web Server
Installation” in appendix.

3.2 ASP.NET

VevoCart can run in either Microsoft .NET Framework 3.5 Service Pack 1 or Microsoft
.NET Framework 4. By default, VevoCart is set up to run with ASP.NET 4.0, you will need
to follow the instructions in the chapter “Using Visual Studio 2008 and .NET 3.5” to use
VevoCart in .NET 3.5. For installation, please read “.NET Installation” topic in the
appendix.

3.3 Database

VevoCart supports SQL Server 2005 and SQL Server 2008.

*** VVevoCart Multi-Store version requires “ENABLE_BROKER” service. Please consult
your hosting provider about this service first.

3.4 SSL Certificate

*** VVevoCart supports dedicated SSL but not shared SSL.

If you set VevoPay application as subdirectory under VevoCart application, you need
single SSL certificate. Alternatively if you set VevoPay as new web application separate
from VevoCart application, you need 2 SSL certificates.

For example:

Set VevoPay application as subdirectory under VevoCart application. You need single
SSL certificate specific to [YourVevoCartDomain]. It can use with
https://[YourVevoCartDomain] and https://[YourVevoCartDomain]/VevoPay.

Set VevoPay as new web application separate from VevoCart application. You need 2
SSL specific to [YourVevoCartDomain] and [YourVevoPayDomain].

Please see “Quick Start Guide” for more details on how to set up VevoCart for use SSL.

4. VevoCart Installation
VevoCart installation consists of 2 steps.
e Setup Application

e Installation Wizard

Please follow detail steps in order to complete the installation.
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4.1 Setup Application

VevoCart and VevoPay must be set as asp.net applications.

It's recommended to create a subdirectory under your VevoCart application directory.
For example:

VevoCart files are placed at “wwwroot”. A subdirectory for VevoPay files are placed at
“‘wwwroot\vevopay” (can be named as you wish)

As a result:
VevoCart is set as an application under www.vevocart.com
VevoPay should be set as another application under www.vevocart.com/vevopay

Here is the instruction to set asp.net application. We provide an example for VevoCart.
You can repeat the same step for VevoPay.

4.1.1 Unzip Package file

Uncompress with your favorite program or right click and extract with Windows build-in
functionality.

4.1.2 Set Up in Windows XP Local Machine
If you would like to run the software in your local machine, please follow the steps below:

1) Open IIS application (Control Panel > Administrative Tools - Internet Information
Servers.

2) On the left-hand-side panel in IS, expand the tree “Web Sites - Default Web Site”.
3) Right click on “Default Web Site”, select “New - Virtual Directory...”

4) Enter your application name (e.g. VevoCart) in Alias text box and browse to
VevoCart folder in Directory text box.

5) The path in Directory box is the WebApp folder inside VevoCart (e.g.
C:\VevoCart_Deluxe_410\WebApp).

6) Continue with the instruction on screen until finish.
4.1.3 Setup in Window Vista or higher Local Machine
o Set Up VevoCart Application
Please follow the steps below:

1) Open IIS application (Control Panel > Administrative Tools = Internet Information
Services (11IS) Manager).

2) On the left-hand-side panel in IS, expand the tree “Web Sites - Default Web Site”.
3) Right click on “Default Web Site”, select “Add Application...”

Copyright © 2006-2011 Vevo Systems Co., Ltd. All Rights Reserved. Version 5.0.0
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4) Enter your application name (e.g. VevoCart) in Alias text box and browse to
VevoCart folder in “Physical Path” text box. The path in Directory box is the WebApp
folder inside VevoCart (e.g. C:\VevoCart_Deluxe_410\WebApp).

5) You can select the application pool by click “Select...” near the application pool text
box.

6) Enter application name, physical path.
7) Click “OK” to finish.

8) If you install VevoCart by PCI compliance package, VevoPay need to be set up
independently. Please follow setup steps again with VevoPay path to activate
VevoPay.

e Turn on IIS for Windows Vista

If your IIS has not turned on yet, please read “Web Server Installation” in appendix

4.1.4 Set Up in Hosting Environment

To run VevoCart on the hosting environment, upload VevoCart files to the web server.
Please contact your hosting company for instructions.

You may also need to set up write permission for folders as described in 0 depending on
your requirements and what features of VevoCart you plan to use.

4.1.5 Set Folder Permissions

VevoCart need to allow ASP.NET task writing in order to perform certain functions of
VevoCart. Use this step if verify process in Installation Wizard alerts that some folder
need to be set permission.

The folders that will be requiring write permission are:
e /App_Data
e /Images
e /ProductFiles
e /Import
o /Export
e /ContentTemplates

To set folder permissions:
1) Right click at the folder name and select “Properties”.

2) Select “Security” tab. If you can’t see this tab, please read “Disable Simple Sharing
for Windows XP” in appendix

3) If the user does not exist, add a user called “ASPNET” for 11S.51 or “NETWORK
SERVICE” for IIS 6.0 or later. For hosting environment, contact hosting support
about an account that need to set write permission in your website.

Copyright © 2006-2011 Vevo Systems Co., Ltd. All Rights Reserved. Version 5.0.0
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4) Enable the following permissions:
e Modify

e Read & Execute

o List Folder Contents

e Read

o Write.

5) Click “Advanced” button to open the Advanced Settings window.

6) Check the box “Replace all existing inheritable permissions on all descendants ...”
7) Click OK to close the Advanced Settings window.

8) Click OK to close the Properties window.

4.2 Installation Wizard

Note: For VevoCart Multi-Store version, please consult your hosting provider to set
“‘ENABLE_BROKER” service before running installation wizard.

For “ENABLE_BROKER” setting, you may do it by run “ALTER DATABASE
[YourDatabaseName] SET ENABLE_BROKER” query command to your database.

This wizard will allow the merchant to set up necessary settings, including database and
basic configurations for both VevoCart and VevoPay.

The installation wizard runs automatically when VevoCart runs for the first time. If you
wish to run again after the 15t completion, you will need to edit a file,
“App_Data\ApplicationSettings.config”.

The setting for the “InstallCompleted” element should be set to “False” as follows:
<InstallCompleted>False</InstallCompleted>

Open the installation wizard by visiting, “http:// [YourStoreDomain]/Install/”’

Copyright © 2006-2011 Vevo Systems Co., Ltd. All Rights Reserved. Version 5.0.0
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1) The first step is the folder permission checking. Click “Verify” button to check it.

Welcome to VevoCart Installaion Wizard

Permission Verify

Pleaze click "Verify™ button to verify VevoCart minmum requirement.

App_Data
App_Data/Logs
App_Data/System
Images/Categories
Image=/Color
Images/Configuration
Image=/Dezign
Images/Gateway
Imagez/News
Images/Products
Images/UploadFile
Images/UpleadFileTemp
ContentTemplates
ProductFiles

Import

Export
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2) The second step is database setup. All database parameters that are required for the
database will be input in this step.

Welcome to VevoCart Installaion Wizard
2
Setup Database
* Required fislds
Databaze Tvpe crogoft SOL Serve
Server Nams
Databasze Name
Authentication SQL Server Authentication b
Databaze Username
Database Pazsword
Create Option (O Create a new database and populate WVevoCart data.
'G' Populate VevoCart data to an empty (pre-created) databaze.
O Connect to thiz databaze only. No data change.

Server Name — Name of MS SQL Server path or IP address. (Example: 192.168.1.1).
Database Name — The name of database that is used for VevoCart.

Authentication — The database authentication type. If you choose “SQL Server
Authentication”, you must insert Username and Password parameter.

Create Option — The action to do for this database. The following options are available.

o Create a new database and populate VevoCart data: If you select this option,
VevoCart will be create and populate data to the specific database.

e Populate VevoCart data to an empty database: Selection this option if you have
already created new empty specific database.

e Connect to this database only. No data change: Selection this option if your specific
database have already created and populated data.

Copyright © 2006-2011 Vevo Systems Co., Ltd. All Rights Reserved. Version 5.0.0
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3) The third step is the website configuration setup. The merchant can enter basic
configurations here.

Welcome to VevoCart Installaion Wizard

Setup Configuration

" Required fields

Your Business Profile

Business Hame
Website Mame *

Webszite Title

Payment Configuration

Fayment S5L Enabled ‘es

Fayment bModule P ath

Example: v yourdomain. comF aymenthdodule

[~ Next |

Your Business Profile: The merchant can enter Business Name, Website Name and
Website Title here.

Payment Configuration: This section includes parameters that are required for connection
with VevoPay Payment Module.

e Payment SSL Enabled: Option to whether to enable SSL when connecting to
payment module. If this option is enabled, please make sure that VevoPay
application is run under SSL.

e Payment Module Path: This parameter will only be shown if VevoPay payment
module is installed separately as another web application. The merchant will need to
enter the URL of the VevoPay payment module. For example,
“‘www.mydomainname.com/vevopay”. Note that you require setting VevoPay folder
as another web application. Please consult your hosting provider for application
setting.

Copyright © 2006-2011 Vevo Systems Co., Ltd. All Rights Reserved. Version 5.0.0
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4) VevoCart installation process is completed. Click next to install VevoPay or click
Back to Storefront button to return to storefront.

** Note VevoPay require HTTPS protocol from PA-DSS required. So, VevoPay has
been set up to enable SSL certificate by default. If you need to install VevoPay in
HTTP, You will need to disable SSL setting manually by editing the file,

“VevoPay_100\ WebApp\App_Data\PaymentSettings.config”
You can open this file in normal text editor (e.g. Notepad, EditPlus)

The setting for the “SSLEnabled” element should be set to “False” as follows:
<SSLEnabled>False</SSLEnabled>

Welcome to VevoCart Installaion Wizard

Install Wizard Complete

Please click the button below to finish your installation.

WewoCar is installed completely. Click Next buttan to install WewoP ay to complete all process.

Copyright © 2006-2011 Vevo Systems Co., Ltd. All Rights Reserved. Version 5.0.0
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5) Once you click next to install VevoPay, the first wizard page will be the folder
permission verification for VevoPay.

Welcome to VevoPay Payment Module Installaion Wizard

Permission Verify

FPleasze click "Werify" buttan to wverify WewoCart Payment Module minmum requirement.
Folder List Folder Corterts & Write Permission
App_Data
App_DatafLogs
App_DatarSystem

6) This step is the VevoPay database setup.

Welcome to VevoPay Payment Module Installaion Wizard

2
Setup Database
® Required fizlds
Senrer Mame | *
[ratabase Hame | |*
Authenticatian | SOL Server Authentication w |
[ratabase Usemame | |*
[ratabase Pasamord |ii---------. *
Encrypt the connection string
Create Optian O Create 3 new database and populate VewoP ay data.

O Fopulate WewoP ay data to an empty (pre-creatad)

databasze.

O Connect to thiz database only. Mo data change.

Copyright © 2006-2011 Vevo Systems Co., Ltd. All Rights Reserved. Version 5.0.0
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7) The VevoPay configuration and passphase need to be set in this step. Passphase
will be used for sensitive payment data encryption. It must contain alphabet, number
and special character for security.

Welcome to VevoPay Payment Maodule Installaion Wizard

® Required fields

Path

Thiz is the URL of the starefront, &.g. vaas. mydomain.com. vou alse need to include the exact wirtual directony if
wou put WevaPay in asubdirectory. The walue of starefront URL is required in order to opearate WevoP ay with the
storefront. This field can alse be edited later in the Configuration menu.

Storefront P ath #

Passphrase

The passphrase is used for generating the encryption key. Please keep the passphrase in a safe place for later use.
“ou will need to enterthe old passphrase in orderto change the encryption key.

Mote: If wou are connecting to an existing database that contains credit card data from the "Offline Credit Card"
payment method, your existing offline credit card data will not be acceszible after setting the new passphrase.

Faszphrase kKey |------------ |*

%

Confirm Passphraze Key |

8) Once the merchant clicks next, the Installation Wizard will be completed.

Welcome to VevoPay Payment Module Installaion Wizard

Install Wizard Complete

Please click the button below to finish your installation.

Copyright © 2006-2011 Vevo Systems Co., Ltd. All Rights Reserved. Version 5.0.0
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5. Requesting a Domain Key

Once you run VevoCart in a non-local (live) environment, you will need to obtain a
Domain Key, which is specific to your domain name. If you try to access a non-local
website, the following screen may show up:

= B-8 o

| @ Key Yalidation Failure

Invalid Domain Key
Your Domain Key is not valid. You can obtain a new Domain Keyv as follows:

+ Commercial Version license: visit http-//'www . vevocart.comDomainK evFullSource. aspx .

Please note that you need a serial number (2.g. 123456789 that was emailed to you when you purchase the product.
» Free Version license: visit http-//'www _vevocart. com/DomainK evRequest aspx .

You may obtain a serial number by following the download link for VevoCart Free Commercial Version here.

Please find the following section in vour web_config file and enter the correct value for DomainR egistrationKey.

<appSsttings>

<add key="DomainRegistrationKey" valus="[Enter your Domain Key here] " />

</appSettings>

5.1 Obtaining a Domain Key

First, please visit VevoCart website, http://www.vevocart.com. You may either:

e Purchase VevoCart software, or
e Download a free version.

e Obtain Domain Key

*** 1f you want to upgrade from earlier version of VevoCart Multistore to Version 4.4.0,
you need a new domain key. Please contact sales@vevocart.com for a new domain

key.

5.2 Place a domain key in Web.config

*** You must place the domain key in both VevoCart and VevoPay application. The
domain key is the same for both applications.

You will need to edit your Web.config to enter your domain key. Locate the tag with a key
called “DomainRegistrationKey” inside the <appSettings> section.

Copyright © 2006-2011 Vevo Systems Co., Ltd. All Rights Reserved. Version 5.0.0
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<appSettings>

:add key="DomainRegistrationKey" value="(Your Domain Key here)"/>

</appSettings>

Enter the Domain Key inside the value quotation marks, for example:
<add key="DomainRegistrationKey" value="uZFP2pBZojEbTMf8Pf/MAsmgo19="/>

After enter the Domain Key in VevoCart, you must enter Storefront Key in
“‘DomainStorefrontKey” of VevoPay’'s web.config with same value.

<appSettings>

<add key="DomainStorefrontKey" value="(Your All Domain Key here)"/>

</appSettings>

*** DomainRegistrationKey of VevoPay is used for live environment activation. But
DomainStorefrontKey of VevoPay is used for payment permission.

5.3 Using Test Domain

Sometimes you would like to deploy VevoCart on a test environment. Once you have
registered your domain and receive a Domain Key from vevocart.com. You will be able to
use the domain that you have registered and the subdomain “test” of your registered
domain.

For example, if you have registered “www.mycompany.com”, you may also use
“test. mycompany.com” for testing purpose without changing the domain key. However,
other subdomains (e.g. “sub1.mycompany.com”) are not valid under this Domain Key.

6. VevoCart Upgrade Procedure

You can upgrade your database from an older version of VevoCart. However, if you have
customized VevoCart source code (look-and-feel or functionalities), you will need to re-
apply the changes you have made in the previous version.

The list of bug fixes and new features can be found in “WebApp\History.txt”.

If you have modified many files in the system, one solution would be using 3-way merge
software such as Araxis Merge, Beyond Compare, or Tortoise SVN. Please follow the link
to find list of utilities:

http://en.wikipedia.org/wiki/Comparison of file comparison tools

Copyright © 2006-2011 Vevo Systems Co., Ltd. All Rights Reserved. Version 5.0.0
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After download VevoCart upgrade package, you may follow steps in “Installation.txt” to
upgrade VevoCart.

6.1 Upgrading Database

If you upgrade your store from an older version of VevoCart and would like to keep
existing data, you can do so by running database upgrade script as described below:

Note: If you are using SQL Server 2000 in VevoCart 3.x or older, you will need to upgrade
your database to SQL Server 2005/2008 first. Please see the topic “Upgrading from SQL
Server 2000” (section 6.1 ) for more information.

7) Back up your current database.

e For SQL Server, use database backup function in SQL Server Management Studio.
8) Install the new version of VevoCart.

9) Open your browser and enter the URL to access the database upgrade screen of the
new version of VevoCart in step 8):
http://(YourDomainName)/Admin/DatabaseUpgrade.aspx

10) Enter the file name that contains database upgrade scripts, e.g.
SQL_Upgrade311t0400.txt, which upgrades SQL Server from version 3.1.1 to
version 4.0.0.

11) Click “Read” button. Verify that file is correct.
12) Click “Upgrade” button.

13) You may need to look inside App_Data folder to see if there are more than one
update files available for that particular version. For example, to upgrade from
version 3.1.1 to 4.0.0 for SQL Server database, you will need to run the upgrade
script SQL2005_Upgrade311t0400.txt and
SQL_Upgrade311t0o400_LanguageText.txt:

If you upgrade from an older version of VevoCart, you may need to apply multiple
database files, starting from the older upgrade.

The list below shows script files to run to upgrade your database to the next version. For
example, if you would like to upgrade SQL Server 2005/2008 database from version 3.1.0
Professional to 4.0.0 Professional, you will need to repeat step 9) to step 13) for each of
the database files in the following order:

e SQL2005 Upgrade310to311.ixt
e SQL_Upgrade311to400.txt
e SQL_Upgrade311to400_LanguageText.txt

Copyright © 2006-2011 Vevo Systems Co., Ltd. All Rights Reserved. Version 5.0.0
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For SQL Server Database
Version UpgradevI;lizihon:ltl-store Upgrade File Deluxe Version Upgrade File Pro Version
SQL2005_Upgrade300to301.txt
3.0.0 SQL_Upgrade301_PermissionPa
tch.ixt
Not applicable. SQL_Upgrade301to302.txt
3.0.1 Deluxe Edition starts at Version | SQL_Upgrade301to302_Langua
3.0.3 geText.txt
SQL2005_Upgrade302to304.txt
3.0.2 SQL2005_Upgrade302t0304_La
nguageText.ixt
3.0.3 SQL2005 Upgrade303to304.txt | -
304 |Notapplicable. SQL2005 Upgrade304t0310.txt | SQL2005 Upgrade304t0310.txt
Multi-store Edition starts at
3.1.0 Version 4.2.0 SQL2005 Upgrade310to311.txt | SQL2005 Upgrade310to311.txt
° e SQL_Upgrade311to4 e SQL_Upgrade311to40
00.txt 0.txt
e SQL_Upgrade311to4 e SQL_Upgrade311to40
00_LanguageText.txt 0_LanguageText.txt
4.00 SQL_Upgrade400aTo410.txt SQL_Upgrade400aTo410.txt
and SQL_Upgrade400aTo410_Lang | SQL_Upgrade400aTo410_Langu
4.0.0a uageText.txt ageText.txt
SQL_Upgrade410To420.txt SQL_Upgrade410To420.txt
4.1.0 SQL_Upgrade410To420_Langu | SQL_Upgrade410To420_Langua
ageText.ixt geText.ixt
4.2.0 | SQL Upgrade420To421.txt | SQL_Upgrade420To430.txt SQL_Upgrade420To0430.txt
4.2.1 SQL Upgrade421To430.txt | - -
4.3.0 SQL_Upgrade430To440.txt | SQL_Upgrade430To440.txt SQL_Upgrade430T0440.txt
SQL_Upgrade440To500.txt | SQL_Upgrade440To500.txt SQL_Upgrade440To0500.txt
4.4.0 SQL_Upgrade440To500 La | SQL_Upgrade440To500_Langu | SQL_Upgrade440To500_Langua
nguageText.txt ageText.txt geText.txt

6.2 Upgrading from SQL Server 2000

Starting from version 4.0, VevoCart no longer supports only SQL 2000 database. For
customers who use SQL 2000 database in the VevoCart 3.1.1 or older version, you need

to upgrade to SQL 2005 or 2008 to use VevoCart 4.0 and newer.
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Before you run database upgrade script, please upgrade your database to SQL Server
2005/2008 first as follows:

1) Back up the SQL 2000 database using SQL Server 2000 Enterprise Manager or SQL
Server Management Studio (2005 or 2008).

2) Open SQL Server Management Studio and connect to the desired SQL Server 2005
or 2008.

3) Create a new database with the same database name as your backup database in
SQL Server 2005 or 2008. Then, restore the database to the same name as the one
in SQL Server 2000. For example, if your database name in SQL 2000 is “VevoCart”,
you should create new database called “VevoCart”.

4) Right click the new database in Object Explorer and select Properties.

=20
[ Datab Mew Database. ..
[ Tables Mew Query
E :L?:"; Scripk Database as 3
3 Pragr Tasks 3
[ secur
IJ VewoCart Reports ]
IJ VenoiZart
IJ YevaCart Rename
IJ YeywoCarks Delete
IJ WenoiZusk
U YevoPayr Refresh
U Wevolinitt Properties I
IJ YevoWeb

5) Click Options. Under Compatibility Level, select SQL Server 2005 or SQL Server
2008.
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l Database Properties - VevoCart

ea ‘E;S Script - ﬂiﬁ Help
24 Fileg
1 Filegroups Callafian: | Thal_C1_AS v|
g gzrtll'sizzions Recoveny model: | Full vl
% Ewtended Propertiss Compatibility lewvel: SOL Sepver 2000 [20) ~
) SOL Server 7.0 (70)
Other options: SALS 2000 (20
a4l | E "
B Automatic s
Auta Close False
Auta Create Statistics True
Auta Shrink, Falze
Auta Update Statistics True
Auto Update Statistics Asynchronously Falze
E Cursor
Cloze Curzar ot Commit Enabled Falze
Default Curzor GLOBAL
E Miscellaneous
. AMSI NULL Default Falze
AMSI NULLS Enabled False
Cerver AMS| Padding Enabled Falze D
MUTTYASELEXPRESS ANS1 W arnings Enabled Falze
Connection: Avrithmetic Abort Enabled Falze
13 Concatenate Nul ields Null Falze
'-qj View connection properties Date Comrelation Optimization Enabled Falze
MHureric Round-&bort Falze 3
 Progress T - X
AMSI HULL Default
Feady
0K l [ Cancel

6) Click “New Query” button on the toolbar.

File Edit Miew Tools  Window  Community  Help

Dnewouery] [y (B35 ot Hd B EEE S,

o 4

o3 =z (41 4 " & |

7) Verify that database name in the text box is correct. Then, type “exec
sp_updatestats” in the query text editor.

1] = M YesvoCart | B Execute o O

- NUTTY\SQLEXPR...QLQuery2.sql* | MUTTY,.. \Wev.. erver_2000.s
exec Zp updatestats

8) Click Execute button.
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) 4 | vevocar - | [Fessaws] v =

UTTY"SOLEXPR...QLQuery2.5ql* }/ BUTTYY, . AWWew, erver_2000,2
exec sp updatestats

9) Open the file “SQL2000_Upgrade311to400_DataType.sql”, which is located in
WebApp/App_Data file. Then, click Execute button.
6.3 Upgrade previous version to PCl Compliance Version

Because VevoPay needs to run separately in PCl compliance version, it must be installed
after upgrade process is finished.

Start installation VevoPay by following 4.5 steps after upgrade step is completed and set
payment module path configuration in storefront administrator page again.
6.4 Upgrade Integrated version to PCl Compliance Version

A VevoCart version 4.1’s package is classified to integrated version and PCI Compliance
version. If you want to upgrade from Integrated to PCI Compliance, you should follow this
upgrade steps:

1) Please backup files and database before starting upgrade process.
2) Extract upgrade package zip file to Original folder to replace old files.

3) The "FilesToBeDeteled.txt" file contains file list which should be deleted from the
original store website. Please delete it.

4) Re-compile website if you have modified files inside CommonLib folders.

5) Default web.config is used for MS Access. If your store website uses SQL Server,
you must copy & replace it by web_sql.config.

6) Set database connection parameter in App_Data\ ConnectionStrings_sql.config (For
MS SQL Server) or App_Data\ ConnectionStrings_access.config (For MS Access).

7) Install VevoPay and setup it by following VevoPay Installation Guide and Manual.

8) Login to VevoCart's Admin page and set Payment Application URL parameter to
point to VevoPay’s Address. (Setting -> Configuration -> Storefront Config ->
Payment Application URL).

Payment Configuration

@ FaymentSSLEnabled
@ Payment Application URL L'ww.yuurdnmain.cnmﬁv’evnpaym B

(&.g. vevopayment. [roufife bsitellrl]. com,

v, [ aunite bsite Url]. comivevopayment)
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7. Troubleshooting

By default, VevoCart has been set up to display user-friendly error messages as shown in
the figure.

There is an errer occuring while we are processing vour request. Flease try again.

When you encounter an issue and would like to get more details regarding the errors,
please remove User-Friendly Error Messages as follows:

e Open web.config and locate the following text:
<customErrors mode="0On" defaultRedirect="GenericError.aspx">
<error statusCode="404" redirect="Error404.aspx"/>
</customErrors>

o Change “mode” attribute under <customErrors> flag to “Off”:
<customErrors mode="Off" defaultRedirect="GenericError.aspx">
<error statusCode="404" redirect="Error404.aspx"/>
</customErrors>

Then, once the issue has come up, the screen will show full details of error messages.
However, before your store has gone live, we highly recommend switch the
<customErrors> mode back to “On” to prevent customers from seeing detailed error
messages.

8. Security Tips

8.1 Admin Password

Change your administrator password with a combination of words and letters that is hard
to guest. For Admin website, the default user name is “admin” and the default password is
“admin”.

8.2 Rename Database
You can rename your database to a different one from the default value, but the
connection string in web.config needs to be changed accordingly.

8.3 Potentially Vulnerable Files

Once your store is in the live (Internet) environment, we highly recommend remove the
following file(s) from you hosting to reduce potential security risks.

o DatabaseTester.aspx

o DatabaseUpgrade.aspx
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e Admin\Tools\AdminRecovery.aspx (if you have used Admin Password Recovery
page).
8.4 Rename Admin Folder

By default the Admin website resides in the folder “Admin” of the main store website. You
may rename the folder name from the default name to something else. However, you
cannot move the folder to the different hierarchy (e.g. outside of the store website or
inside another subfolder to become WebApp\Sub1\Advanced).

9. Opening Visual Studio Projects

The instructions below only apply for the editions of VevoCart that include source code
(e.g. Professional edition). You can edit the source code with many flavors of Visual
Studio, e.g. Standard or Profession.

You can open the solution called VevoCart.sln inside the main VevoCart folder (e.g.
VevoCart_Source_xxx).
10. Using Visual Studio on Window Vista

In order to allow Visual Studio to work on Window Vista, please install “lIS Metabase and
11IS6 configuration compatibility”. Below are the steps to install:

1) Go to Control Panel, and then click on Programs and Features.
2) You'll see a link for “Turn Windows features on or off” click it.

3) Expand the Internet Information Services node, expand Web Management Tools,
expand 11S6 Management Compatibility, and select “lIS Metabase and 11S6
configuration compatibility.

4) Click “OK” and wait until finish.

11. Using Visual Studio 2008 and .NET 3.5

By default, VevoCart is set up to run in Visual Studio 2010 and .NET 4.0. We have
already prepared project and solution files (.csproj and .sIn) for Visual Studio 2008. To
use ASP.NET 3.5 and Visual Studio 2008, please follow the steps below:

1) Locate the folder called “VS2008 .NET 3.5” inside the main VevoCart_xxx folder.

2) Copy all files inside “VS2008 .NET 3.5” to the main VevoCart_xxx in the same folder
as you copy. This will overwrite the existing files and folders with the same name.

3) Open “VevoCart.sIn” solution file with Visual Studio 2008.
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12. Appendix

12.1 Web Server Installation (lIS 5.1, IS 6)

12.1.1 Verify Whether IIS Is Installed
1) Log in with a user with Administrator privilege.
2) From the Windows “Start” menu, open Control Panel.
3) Open Administrator Tools.

4) Verify if “Internet Information Services” is display.

12.1.2 How to setup IS

1) Go to “Add or Remove Programs” At Start>Control Panel>Add or Remove Program.

”

Add or
Remave:
Programs

2) Choose “Windows Components Wizard”

T

-

3) Check the box for Internet Information Services (11IS) And Click Next.

& Intemet Explarer O0ME
% Internet [nformation Services [[15] 135HMB
| EEJ ki anagement and Monitaring Tools 20MEB
[ = Message Queuing 0.0 ME
v ¥ k45N Funlnrer JNFMR ¥

4) Wait For installing program and click finish.

Please visit this link for more information.
http://www.microsoft.com/resources/documentation/windows/xp/all/proddocs/en-

12.2 Web Server Installation (IS 6.5, lIS 7)
1) Go to Control Panel, and then click on Programs and Features.

2) Click the link “Turn Windows features on or off”.
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| v Control Panel » Programs » - |+

ﬁ Programs and Features

Uninstall a program I:@Turn Windows features on or off

| PMaintenance

3) Select the Internet Information Services tree node and expand it. There are several
options. Please select at least following options:

e 1IS Management Console

e |IS Management Scripts and Tools

e |IS Metabase and IIS6 configuration compatibility
e _NET Extensibility

e ASP.NET
e |SAPI Extensions
e |SAPI Filters

e Default Document

e Directory Browsing

e HTTP Errors

o Static Content

e Request Monitor

e Static Content Compression
e Request Filtering

e Windows Authentication
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Windows Features (o [&@][=]
Turn Windows features on or off @

To turn a feature on, select its check box. To turn a feature off,
clear its check box. A filled box means that only part of the feature
is turned on.

. ActiveX Installer Service -
. Games
. Indexing Service
= W .. Internet Information Services
|, FTP Publishing Service
[H] | Web Management Tools
= [H | World Wide Web Services
[ . Application Development Features
[H| || Commen Http Features
[H| || Health and Diagnostics
[H| | Performance Features
[ | Security
[H . Microsoft NET Framework 3.0 -

m

| ok || cancel

4) Click “OK”. Wait until the installation is complete.

Microsoft Windows

Please wait while the features are configured.
This might take several minutes.

- .

Cancel

5) Once the configuration finishes. When you navigate your browser to localhost, you
should see “lIS7” as shown below.
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B hepelocalhost! |4 ||| 2

'& ﬁ' |"ﬂ‘i|' |_ * 25 Page = £ Taak =

| fo- 8- &

intermet information services

tl-. .-

12.3 .NET Installation
For Microsoft .NET Framework 3.5 Service Pack 1 you may download from:

http://www.microsoft.com/downloads/details.aspx?Familyld=333325FD-AE52-4E35-
B531-508D977D32A6

To use Microsoft .NET Framework 4, you may download from:

http://www.microsoft.com/downloads/en/details.aspx?FamilylD=0a391abd-25c1-4fc0-
919f-b21f31ab88b7

12.4 Disable Simple Sharing for Windows XP

By default, Windows XP does not show “Security” Tab when you right-click file or folder
and choose to view “Properties”. You will need to disable “Simple File Sharing” to make it
visible.
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ATl Properties

General | Sharing web Sharing.- Custornize |

___j ATl |

Type: File Folder
Locatior: LN
Size: B63.9 MB [72.251,752 bytes)

Size ondisk: 637 MB [72. 560,640 bytes)
Contains: 148 Files. 14 Folders

Created: B @awamw 2500, 17:54:18
Altributes: [2] Read-only [ Sdvanced.. J
[ ] Hidden
[ ] 4 ] [ Cancel ] Apply

You can follow the steps below to make “Security” tab visible:

6) Open Windows Explorer and click “Tools” command.

Fila Edit “iew Favorites Tools  Help

€ L2 \_)1 I’ j\' Search || Folders v

 Address | '§ My Computer
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7) Click on command “Folder Options...”

File Edt View Favories Help

S = Map Network Drive...
W B < | ? Disconnect Network Drive. .. I'

: Synchronize. ..
: Address ¥

j My Carnputer
 —— 4 |
7 el | L

8) Click On “View” tab.

Folder Options

General | File Types | Offine Files |

Tazks
ow comman tasks in folders

() Uze windows clazsic folders
Browse folders

E (%) Open each folder in the zame window

() Open each folder in itz own window

Click items as follows

) Single-click to open an item [point to zelect]
Underline ican tlles consistent wath ry bro

Ly 1con btles anly when | point at them

(%) Double-click to open an item [zingle-click to select]

[ Restore Defaults ]

0k, ][ Cancel J Apply
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9) Look at bottom in “Advance settings”.

Folder Options

| General| View | File Types | Offine Files

Folder views
You can apply the view [such az Detailz or Tilez] that

wou are uzing for thiz folder to all folders.

[ Apply to All Folders ] [ Rezet All Folders ]

Advanced settings:4 4 I

|y Files and Folders A
Automatically search for network folders and printers
Dizplay file zize information in folder tips
Dizplay zimple folder view in Explorer's Folders list
Dizplay the contents of systemn folders
Dizplay the full path in the address bar
Dizplay the full path in the title bar
Do not cache thumbnails
|y Hidden files and falders

() Do not show hidden files and folders
(%) Show hidden files and folders
[[] Hide extensions for known file types w

[ Restore Defaults J

[ OF. J[ Cancel ]
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10) Find “Use simple file sharing (Recommended)” you will see it already “Check”

Folder Options

LGeneraI e _| File Typez | Offine Files

Folder views
You can apply the view [such az Detailz or Tilez] that

wou are uzing for thiz folder to all folders.

[ Apply to All Folders ] [ Rezet All Folders ]

Advanced settingz:

[] Launch folder windows in a separate process s
|y Managing pairs of ‘Web pages and folders
(%) Show and manage the pair az a single file
() Show both parts and manage them individually
() Show both parts but manage as a single file
Remember each folder's view sethings
[] Restore previous folder windows at logon
Show Contral Panel in My Computer
Show encrypted or compreszed MTFS files in color
Show pop-up dezcnption for folder and desktop tems
Ilze zimple file zharing [Recommended)

[ Restore Defaults J

[ ak. J[ Cancel ][ Apply ]
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11) Check out “Use simple file sharing (Recommended)” and Click “OK” or “Apply”

Folder Options

LGeneraI e _| File Typez | Offine Files

Folder views
You can apply the view [such az Detailz or Tilez] that

wou are uzing for thiz folder to all folders.

[ Apply to All Folders ] [ Rezet All Folders ]

Advanced settingz:

[] Launch folder windows in a separate process s
|y Managing pairs of ‘Web pages and folders
(%) Show and manage the pair az a single file
() Show both parts and manage them individually
() Show both parts but manage as a single file
Remember each folder's view sethings
[] Restore previous folder windows at logon
Show Contral Panel in My Computer
Show encrypted or compreszed MTFS files in color
Show pop-up dezcnption for folder and desktop tems
Wl = simple file sharing (R ecommended)

h W
p— N—
6 [ Restore Defaultz J

[ ak. J[ Cancel ][ Apply ]
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12) Go back to folder properties. Now you will see “Security” tab.

ATI Properties

General | Sharing | Security | 'Web Sharing Customize |

~ G |
Type: File Falder

Location: C:h

Size: B63.9 MB [72.251.752 bytes)

Size ondizk: 637 MB [72 560,640 bytes)
Coantainsg: 148 Filez. 14 Folders

Created: B @awamw 25600, 17:54.18
Altributes: [2] Read-only [ Advanced... J
[ ]Hidden
[ ] ] [ Cancel ] Apply
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